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51 6562 BLUETOOTH? OR BLUE ( ) TOOTH OR WIFI OR WAPR OR WIRELESS OR C- 

ELLULAR OR MOBILE OR 802.011 OR 802()15 OR PICONET? OR GSM 'OR 
UMTS OR WLAN? 

52 0 ACO OR COF OR (CYPHER? OR CIPHER?) (N) (OFFSET? OR OFF ( ) (SETS 

OR SET) ) 

53 1334 SYNCRON? OR SYNCHRON? OR (RENDER? OR MAKE OR MAKING OR MAD- 

E) () (IDENTICAL? OR SAME? OR EQUIVALENT? OR EQUAL) OR I DENT I CA- 
LI? 



S4 


1685 


RESYNC? OR COOCCUR? OR CONCUR? OR MATCHING 


S5 


1803 


AUTHENTIC? OR CHALLENGE () RESPONSE? OR CRAM OR LINK () KEY? ? 




OR 


KEYPAIR? OR KEY () PAIR? 


S6 


11955 


CURRENT? OR RECENT? OR NEWEST? OR LATEST? OR LAST OR FRESH 


S7 


4551 


SAME OR IDENTICAL OR MATCHING 


S8 


26 


SI AND (S3 OR S4) AND S5 


S9 


26 


S8 NOT PY>2000 


S10 


11 


S9 NOT PD>20000804 


Sll 


1 


S9 NOT RD>20000804 
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(c) 2005 Info. Sources Inc 
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51 3574461 BLUETOOTH? OR BLUE () TOOTH OR WIFI OR WAPR OR WIRELESS OR C- 

ELLULAR OR MOBILE OR 802()11 OR 802()15 OR PICONET? OR GSM OR 
UMTS OR WLAN? 

52 10133 ACO OR COF OR (CYPHER? OR CIPHER?) (N) (OFFSET? OR OFF ( ) (SETS 

OR SET) ) 

53 403819 SYNCRON? OR SYNCHRON? OR {RENDER? OR MAKE OR MAKING OR MAD- 

E) () (IDENTICAL? OR SAME? OR EQUIVALENT? OR EQUAL) OR I DENT I CA- 
LI? 



S4 


920946 


RESYNC? OR COOCCUR? OR CONCUR? OR MATCHING 


S5 


489074 


AUTHENTIC? OR CHALLENGE () RESPONSE? OR CRAM OR LINK ( ) KEY? ? 




OR KEYPAIR? OR KEY () PAIR? 


S6 


176 


S2(3N) (CURRENT? OR RECENT? OR NEWEST? OR LATEST? OR LAST OR 






FRESH) 


S7 


24 


S2(3N) (SAME OR IDENTICAL OR MATCHING) 


S8 


0 


S1.(S)S2 (4N) (S3 OR S4) 


S9 


168 


SI (S)S2 


S10 


0 


S2 (4N) (S3 OR S4) (S)S5 


Sll 


0 


S5 (S) (S6 OR S7) 


S12 


17 


SI (5N)S2 


S13 
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S9(S)S5 


S14 
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S9 (S) (S3 OR S4) 


S15 


43 


S14 OR S12 OR S7 


S16 


28 
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S17 


16 


S16 NOT PY>2000 



File 275:Gale Group Computer DB(TM) 1983 -2005/Jul 26 
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File 613: PR Newswire 1999-2005/Jul 26 

(c) 2005 PR Newswire Association Inc 
File 813: PR Newswire 1987-1999/Apr 30 

(c) 1999 PR Newswire Association Inc 
File 141:Readers Guide 1983 -2004/Dec 

(c) 2005 The HW Wilson Co 
File 239:Mathsci 1940-2005/Sep 

(c) 2005 American Mathematical Society 
File 370:Science 1996-1999/Jul W3 

(c) 1999 AAAS 

File 696:DIALOG Telecom. Newsletters 1995-2005/Jul 26 

(c) 2005 The Dialog Corp. 
File 553:Wilson Bus. Abs. FullText 1982 -2004/Dec 

(c) 2005 The HW Wilson Co 
File 621:Gale Group New Prod . Annou . (R) 1985-2005/Jul 26 

(c) 2005 The Gale Group 
File 674: Computer News Fulltext 1989-2005/Jul W3 

(c) 2005 IDG Communications 
File 88:Gale Group Business A.R.T.S. 1976-2005/Jul 25 

(c) 2005 The Gale Group 
File 369:New Scientist 1994 -2005/May W3 

(c) 2005 Reed Business Information Ltd. 
File 160:Gale Group PROMT (R) 1972-1989 

(c) 1999 The Gale Group 
File 635:Business Dateline(R) 1985 -2005/ Jul 26 



(c) 2005 ProQuest Inf o&Learning 
File 15:ABI/Inform(R) 1971-2005/ Jul 26 

(c) 2005 ProQuest Inf o&Learning 
File. EBusiness & Industry(R) Jul/l994-2005/Jul 25 

(c) 2005 The Gale Group 
File 13:BAMP 2005/Jul W3 

(c) 2005 The Gale Group 
File 810:Business Wire 1986-1999/Feb 28 

(c) 1999 Business Wire 
File 610:Business Wire 1999-2005/Jul 26 

(c) 2005 Business Wire. 
File 647: CMP Computer Fulltext 1988 -2005/Jul W2 

(c) 2005 CMP Media, LLC 
File 98:General Sci Abs/Full -Text 1984 -2004/Dec 

(c) 2005 The HW Wilson Co. 
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(c)2005 The Gale Group 
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52 6553 ACO OR COF OR (CYPHER? OR CIPHER?) (N) (OFFSET? OR OFF ( ) (SETS 

OR SET) ) 

53 357295 SYNCRON? OR SYNCH RON? OR (RENDER? OR MAKE OR MAKING OR MAD- 

EM) (IDENTICAL? OR SAME? OR EQUIVALENT? OR EQUAL) OR I DENT I CA- 
LI? 



S4 


525499 


RESYNC? OR COOCCUR? OR CONCUR? OR MATCHING 


S5 


58571 


AUTHENTIC? OR CHALLENGE () RESPONSE? OR CRAM OR LINK () KEY? ? 




OR 


KEYPAIR? OR KEY () PAIR? 


S6 


5776609 


CURRENT? OR RECENT? OR NEWEST? OR LATEST? OR LAST OR FRESH 


S7 


2799533 


SAME OR IDENTICAL OR MATCHING 


S8 
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SI AND S2(3N) (S3 OR S4 OR S6 OR S7) 


S9 
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SI AND S2 AND (S3 OR S4 ) AND S5 


S10 
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SI AND S2 AND (S6 OR S7) AND S5 


Sll 


173 


SI AND S2 


S12 


55 


Sll AND (S3 OR S4 OR S6 OR S7) 


S13 


78 


SI AND S5 AND (S3 OR S4) AND (NUMBER? OR PIN OR PSEUDORAND- 




OM? OR RANDOM? OR KEY OR KEYS OR IDENTIFIER?) 


S14 


133 


S8 OR S9 OR S10 OR S12 OR S13 


S15 


93 
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S16 


29 
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29 
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File 8:Ei Compendex (R) 1970-2005/Jul W3 

(c) 2005 Elsevier Eng. Info. Inc. 
File 35 :Dissertation Abs Online 1861 -2005/Jun 

(c) 2005 ProQuest Inf o&Learning 
File 65: Inside Conferences 1993 -2005/Jul W4 

(c) 2005 BLDSC all rts . reserv. 
File 2:INSPEC 1969-2005/Jul W3 

(c) 2005 Institution of Electrical Engineers 
File 94: JICST-EPlus 1985-2005/Jun Wl 

(c)2005 Japan Science and Tech Corp(JST) 
File 111:TGG Natl .Newspaper Index(SM) 1979-2005/Jul 25 

(c) 2005 The Gale Group 
File 6:NTIS 1964 -2005/ Jul W3 

(c) 2005 NTIS, Intl Cpyrght All Rights Res 
File 144: Pascal 1973 -2005/Jul W3 

(c) 2005 INIST/CNRS 
File 34 :SciSearch(R) Cited Ref Sci 1990-2005/Jul W3 

(c) 2005 Inst for Sci Info 
File 62:SPIN(R) 1975-2 005/May W3 

(c) 2005 American Institute of Physics 
File 99:Wilson Appl . Sci & Tech Abs 1983 -2005/Jun 

(c) 2005 The HW Wilson Co. 
File 95 :TEME-Technology & Management 1989-2005/Jun W3 

(c) 2005 FIZ TECHNIK 



18/5/1 (Item 1 from file: 8) 

DIALOG (R) File 8 : Ei Compendex (R) 

(c) 2005 Elsevier Eng. Info. Inc. All rts . reserv. 

05421697 E.I. No: EI P99114 913470 

Title: Dynamic participation in a secure conference scheme for mobile 
communications 

Author: Hwang, Min-Shiang 

Corporate Source: Chaoyang Univ of Technology, Wufeng, Taiwan 
Source: IEEE Transactions on Vehicular Technology v 48 n 5 1999. p 
1469-1474 

Publication Year: 1999 

CODEN: ITVTAB ISSN: 0018-9545 

Language: English 

Document Type: JA; (Journal Article) Treatment: T; (Theoretical) 
Journal Announcement: 0001W2 

Abstract: We propose a scheme to implement secure digital mobile 
communications. The scheme can both enable multiple users to hold a secure 
teleconference and also resolve the problem of allowing a participant to 
join dynamically or to quit a teleconference already in progress. 
Essentially, teleconference is a synchronous collaboration session in 
which participants at remote locations cooperate through wireless 
communications. Two requirements for the system are: privacy and 
authentication . Privacy signifies that an eavesdropper cannot intercept 
conversations of a conference. Authentication ensures that the service is 
not obtained fraudulently in order to avoid usage charge usage. We present 
a conference key distribution scheme for digital mobile communications, 
according to which users can share a common secret key to hold a secure 
teleconference over a public channel. The participants need not alter their 
secret information when a participant joins late or quits the conference 
early. (Author abstract) 24 Refs. 

Descriptors: *Cellula r radio systems; Digital signal processing; 
Teleconferencing; Cryptography; Wireless telecommunication systems; Data 
privacy 

Identifiers: Secure digital mobile communications 
Classification Codes: 

716.3 (Radio Systems & Equipment); 716.1 (Information & Communication 
Theory) 

716 (Radar, Radio & TV Electronic Equipment) 
71 (ELECTRONICS & COMMUNICATIONS) 



18/5/2 (Item 2 from file: 8) 

DIALOG (R) File 8 : Ei Compendex(R) 

(c) 2005 Elsevier Eng. Info. Inc. All rts . reserv. 

05350285 E.I. No: EI P9 9094765916 

Title: Proposal of secure remote access using encryption 

Author: Kawase, Tetsuya; Watanabe, Akira; Sasase, Iwao 
Corporate Source: Keio Univ, Yokohama, Jpn 

Conference Title: Proceedings of the IEEE GLOBECOM 1998 - The Bridge to 
the Global Integration 

Conference Location: Sydney, NSW, Aust Conference Date: 

19981108-19981112 

Sponsor: IEEE Communications Society; Telstra; ERICSSON; SIEMENS; et al . 
E.I. Conference No.: 55358 

Source: Conference Record / IEEE Global Telecommunications Conference v 2 
1998. p 868-873 

Publication Year: 1998 
CODEN: CRIEET 
Language : Engl i sh 

Document Type: JA; (Journal Article) Treatment: A; (Applications); T; 
(Theoretical) 
Journal Announcement: 9910W2 

Abstract: On a remote access environment, strong authentication of the 
remote user is required since the danger of stealing of authentication 
devices is very high. In this paper, we propose a secure remote access 
system appropriate for the remote access environment. Two authentication 
schemes are used to reduce the danger of stealing of authentication 
devices. One is the authentication using the public key cryptography. 
The public key cryptography is stored in the IC card of the remote user 
and the IC card is locked by the PIN . The another scheme is the one-time 
pattern authentication which is a sort of challenge and response. 
Simultaneously, simple key delivery is performed with these 
authentication protocol . An evaluation of our proposed scheme proves the 
feasibility and the efficiency as compared with the conventional system 
using the one-time password and Dif f ie-Hellman key agreement protocol. 
(Author abstract) 3 Ref s . 

Descriptors: *Mobil e computing; Security of data; Cryptography; Network 
protocols; Pattern matching 

Identifiers: Secure remote access system; One-time pattern 
authentication 

Classification Codes: 

723.2 (Data Processing); 723.5 (Computer Applications) 

716 (Radar, Radio & TV Electronic Equipment) ; 723 (Computer Software) 

71 (ELECTRONICS & COMMUNICATIONS) ; 72 (COMPUTERS & DATA PROCESSING) 



18/5/13 (Item 6 from file: 2) 

DIALOG (R) File 2 : INSPEC 

(c) 2005 Institution of Electrical Engineers. All rts. reserv. 

6379114 INSPEC Abstract Number: B1999-11-6250F-084 

Title: Dynamic participation in a secure conference scheme for mobile 
communications 

Author(s): Min-Shiang Hwang 

Author Affiliation: Dept. of Inf. Manage., Chaoyang Univ. of Technol . , 
Wufeng, Taiwan 

Journal: IEEE Transactions on Vehicular Technology vol.48, no. 5 p. 
1469-74 

Publisher: IEEE, 

Publication Date: Sept. 1999 Country of Publication: USA 

CODEN: ITVTAB ISSN: 0018-9545 

SICI : 0018-9545 (199909) 48 : 5L . 146 9 : DPSC ; 1 - 6 

Material Identity Number: 1112-1999-005 

U.S. Copyright Clearance Center Code: 0018 - 9545/99/$10 . 00 
Document Number: S0018-9545 (99) 07367-3 
Language: English Document Type: Journal Paper (JP) 
Treatment: Theoretical (T) 

Abstract: We propose a scheme to implement secure digital mobile 
communications. The scheme can both enable multiple users to hold a secure 
teleconference and also resolve the problem of allowing a participant to' 
join dynamically or to quit a teleconference already in progress. 
Essentially, teleconference is a synchronous collaboration session in 
which participants at remote locations cooperate through wireless 
communications. Two requirements for the system are: privacy and 
authentication . Privacy signifies that an eavesdropper cannot intercept 
conversations of a conference. Authentication ensures that the service is 
not obtained fraudulently in order to avoid usage charge usage. We present 
a conference key distribution scheme for digital mobile communications, 
according to which users can share a common secret key to hold a secure 
teleconference over a public channel . The participants need not alter their 
secret information when a participant joins late or quits the conference 
early. (24 Refs) 
Subfile: B 

Descriptors: cryptography; digital radio; land mobile radio; message 
authentication ; telecommunication security; teleconferencing 

Identifiers: dynamic participation; secure conference scheme; mobile 
communications; digital mobile communications; multiple users; secure 
teleconference; synchronous collaboration session; remote locations; 
lwireless communications; privacy; authentication ; eavesdropper; 
conversations; fraud; usage charge usage; conference key distribution 
scheme; common secret key ; public channel 

Class Codes: B6250F (Mobile radio systems); B6210P (Teleconferencing); 
B6120D (Cryptography) 

Copyright 1999, IEE 
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IEEE Std 802.15.1-2002 
2002 Page(s):0_1 - 0_3 

AbstractPlus | Full Text: PDF(9782 KB) IEEE STD 



Hardware implementation of Bluetooth security 

Kitsos, P.; Sklavos, N.; Papadomanolakis, K.; Koufopavlou, O.; 
Pervasive Computing, IEEE 

Volume 2, Issue 1, Jan-Mar 2003 Page(s):21 - 29 
Digital Object Identifier 10.1 109/MPRV.2003. 11 86722 

AbstractPlus | Full Text: PPFQ744 KB) IEEE JNL 

An analysis of Bluetooth security vulnerabilities 

Hager, C.T.; Midkiff, S.F.; 

Wireless Communications and Networking, 2003. WCNC 2003. 2003 IEEE 
Volume 3, 16-20 March 2003 Page(s):1825 - 1831 vol.3 
Digital Object Identifier 10.1 109/WCNC. 2003. 1200664 

AbstractPlus | Full Text: PDF(384 KB) IEEE CNF 
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Huaizhi Li; Singhal, M.; 
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06-10 June 2005 Page(s):610 - 616 

Digital Object Identifier 10.1 109/ICDCSW.2005.14 

AbstractPlus | Full Text: PDF(95 KB) IEEE CNF 
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AbstractPlus | References | Full Text: PDFM96 KB) IEEE JNL 



6. 



Microwave surfing. Wireless networks: an electronic battlefield? 



http://ieeexplore.ieee. org/search/searchresult jsp? query l=&scope 1 =metadata&op l=and&que. . . 7/26/05 



EgEE Xplore# Search Result 



Page 2 of 4 



Bansal, R.; 
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AbstractPlus | References | Full Text: PDF(310 KB) IEEE JNL 

7. Asia Pacific abstracts 

Microwave and Wireless Components Letters, IEEE [see also IEEE Microwave 
Wave Letters] 

Volume 12, Issue 12, Dec. 2002 Page(s):513 - 578 
Digital Object Identifier 10.1 109/LMWC.2002.804912 

AbstractPlus | Full Text: PDF(658 KB^ IEEE JNL 



8. Energy-efficient DSPs for wireless sensor networks 

Wang, A.; Chandrakasan, A.; 

Signal Processing Magazine, IEEE 

Volume 19, Issue 4 f July 2002 Page(s):68 - 78 

Digital Object Identifier 10.1 109/MSP.2002. 1012351 

AbstractPlus | References | Full Text: PDF(2584 KB) IEEE JNL 



9. WLAN security: current and future 

Park, J.S.; Dicoi, D.; 
Internet Computing, IEEE 

Volume 7, Issue 5, Sept-Oct. 2003 Page(s):60 - 65 
Digital Object Identifier 10.1 109/MIC.2003.1232519 

AbstractPlus | References | Full Text: PDF(376 KB) IEEE JNL 



10. Wearable communities: augmenting social networks with wearable comp 

Kortuem, G.; Segall, Z.; 

Pervasive Computing, IEEE 

Volume 2, Issue 1, Jan-Mar 2003 Page(s):71 - 78 

Digital Object Identifier 10.1 109/MPRV.2003. 11 86728 

AbstractPlus | Full Text: PDF(1181 KB) IEEE JNL 



11. Using smart phones to access site-specific services 

Toye, E.; Sharp, R.; Anil Madhavapeddy; Scott, D.; 
Pervasive Computing, IEEE 

Volume 4, Issue 2, Jan. -March 2005 Page(s):60 - 66 
Digital Object Identifier 10.1 109/MPRV.2005.44 

AbstractPlus | Full Text: PDF(1928 KB) IEEE JNL 

12. Social serendipity: mobilizing social software 

Eagle, N.; Pentland, A.; 
Pervasive Computing, IEEE 

Volume 4, Issue 2, Jan.-March 2005 Page(s):28 - 34 
Digital Object Identifier 10.1 109/MPRV.2005.37 

AbstractPlus | Full Text: PDF(1160 KB) IEEE JNL 
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Garcia, M.A.; Solanas, A.; 

Robotics and Automation, 2004. Proceedings. ICRA '04. 2004 IEEE Internatioi 

Volume 1 , 2004 Page(s):847 - 853 Vol.1 

Digital Object Identifier 10.1 109/ROBOT.2004. 1307255 

AbstractPlus | Full Text: PDF(693 KB) IEEE CNF 
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Wearable Computers, 2004. ISWC 2004. Eighth International Symposium on 
Volume 1 f 31 Oct. -3 Nov. 2004 Page(s):138 - 141 
Digital Object Identifier 10.1 109/ISWC.2004.25 

AbstractPlus | Full Text: PDF(336 KB) IEEE CNF 

I""] 15. Table of Contents 

Circuits and Systems, 2004: ISCAS '04. Proceedings of the 2004 International 
Volume 5, 23-26 May 2004 Page(s):xvii - xi 

Full Text: PDF(444 KB) IEEE CNF 

!""[ 16. Table of contents 

Circuits and Systems, 2004. ISCAS "04. Proceedings of the 2004 International 
Volume 1, 23-26 May 2004 Page(s):xvii - XXII 

Full Text: PDF(444 KB) IEEE CNF 

[— | 17. Table of Contents 

Circuits and Systems, 2004. ISCAS '04. Proceedings of the 2004 International 
Volume 4, 23-26 May 2004 Page(s):xvii - XXII 

Full Text: PDF(444 KB) IEEE CNF 

□ 18. Table of Contents 

Circuits and Systems, 2004. ISCAS '04. Proceedings of the 2004 International 
Volume 3 f 23-26 May 2004 Page(s):xvii - XXII 

Full Text: PDF(444 KB) IEEE CNF 

P"| 19. Table of contents 

Circuits and Systems, 2004. ISCAS '04. Proceedings of the 2004 International 
Volume 2, 23-26 May 2004 Page{s):xvii - XXII 

Full Text: PDF(444 KB) IEEE CNF 

|""| 20. Demonstrating vulnerabilities In Bluetooth security 

Hager, C.T.; Midkiff, S.F.; 

Global Telecommunications Conference, 2003. GLOBECOM t)3. IEEE 
Volume 3, 1-5 Dec. 2003 Page(s):1420 - 1424 vol.3 
Digital Object Identifier 10.1 109/GLOCOM.2003. 1258472 

AbstractPlus | Full Text: PDF(308 KB) IEEE CNF 

|~| 21. 2003 IEEE International Conference On Systems, Man And Cybernetics 

Systems, Man and Cybernetics, 2003. IEEE International Conference on 
Volume 3, 5-8 Oct 2003 Page(s):i - lii 

AbstractPlus | Full Text: PDF(2932 KB) IEEE CNF 

|"1 22. 2003 IEEE International Conference on Systems, Man and Cybernetics 

Systems, Man and Cybernetics, 2003. IEEE International Conference on 

Volume 1, 5-8 Oct. 2003 Page(s):i - Ixiv 

Digital Object Identifier 10.1 109/1 CSMC. 2003. 1243782 

AbstractPlus | Full Text: PDF(3062 KB) IEEE CNF 



23. 2003 IEEE International Conference On Systems, Man And Cybernetics 

Systems, Man and Cybernetics, 2003. IEEE International Conference on 
Volume 4, 5-8 Oct. 2003 Page(s):i - lii 
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.SPECIFICATION system and the wireless communications device share 
another random number. The authentication system and the wireless 
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is authenticated if it transfers a matching authentication result 
to the authentication system. Although technically possible, it is not 
computationally feasible to derive the A-Key from the authentication 
result considering the vast amount of computing power and time required. 
The authentication system maintains... 
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. . . static, and updates are only performed when new subscribers are 
entered to the database. In UMTS (Universal Mobile 
Telecommunications System) , the sequence numbers used for 
authentication should be individual ones because of re 
synchronisation , and should therefore be stored after every 
authentication vector generation. This writing causes a high 
database load and may also decrease the reliability ... agreement . 

5 

The iiivention is applicable to any system in which a sequence 
number-based authentication scheme is used, and a possibility 
for re- synchrondsation may be provided, and may for instance be 
used in an UMTS system. . 

The invention reduces the amount of writing operations of the 

database storing the information. . .user authentication request) and AUTS 

which contains 

the (eventually concealed) sequence number SQNusjm of the mobile 
station MSI . 



When the authentication centre of the home network receives 
such an authentication data request with M synchronisation 
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A method and apparatus for generating and communicating random challenge 
values to mobile stations is disclosed that does not lose the 
unpredictability of a truly random number but can be simply and 
economically synchronized across cellular systems. .The method and 
apparatus updates a binary number that will be used in cellular 
telephone system authentication procedures by applying a first 
algorithm to a plurality of most significant bits of a... 
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with an address and an initial authentication key, and installing the 
node identifier at one network node. The node identifier is stored at 
another network node, and the node identifier information is sent from 
one network node to the other network node. An authentication key is 
synchronously regenerated at two network nodes based upon node 
identifier information. 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is also included for a 
network of providing secure authentication between wireless 
communication network nodes. 

USE - Used for providing authentication between wireless 
communication network nodes, for exchanging digital data in a wireless 
communication network e.g. local area network (LAN). 

ADVANTAGE - The method facilitates synchronously regenerating the 
authentication key at two network nodes based upon the node 
identifier information, thereby providing dynamic secure 
authentication among wireless communication network nodes. The 
method allows minimization of wasted bandwidth in wireless 
communication networks. 

DESCRIPTION OF DRAWING (S) - DESCRIPTION OF DRAWING - The drawing 
shows an overview of a central authority (CA) generating daemons to 
manage users" dynamic authentication keys. 
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NOVELTY - A sequence of numbers is generated and transmitted 
between a UMTS network and an user services identity module (USIM) . 
Each of the transmitted number is checked before acceptance. 
Authentication is completed, when the determined sequence number is 
within a predetermined limit. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

(a) Telecommunication system; 

(b) Telecommunication network; 

(c) User device for telecommunication method 

USE - For authenticating communication in radio and cellular 
telecommunication networks (claimed) . 

ADVANTAGE - The process of checking the value of the sequentially 
generated numbers, helps to protect against unauthorized network. 
Subsequent failure of synchronization because of failure of freshness 
check is eliminated. 

DESCRIPTION OF DRAWING (S) - The figure shows a flowchart of 
authentication process. 
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Abstract (Basic) : WO 200105091 Al 

NOVELTY - Maximal length shift register algorithm or pseudo random 
noise generation algorithm is applied to the 8 most significant bits of 
the original binary number and the least significant bits. The 
resultant bits are concatenated. A SKIPJACK block cipher is applied to 
the concatenated binary numbers to obtain the updated binary number. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) Cellular base station; 

(b) Cellular system 

USE - For authentication of mobile stations by base stations in 
the cellular telephone system such as advanced mobile phone service 
(AMPS) system, IS-54, GSM system, IS^95 system. 



ADVANTAGE - The block cipher encryption function and linear 
feedback shift register function ensure transmission of random 
challenge value to the mobile station without loosing 
unpredictability of the true random number and can be simply and 
economically synchronized across the cellular system. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
two Galois shift registers used for updating binary number. 
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parameters is derived from earlier-computed values of the ACO . 

USE - For communication system e.g. Bluetooth type application 
where device s experience non-controllable delays in an interface 
between an real-time layer and a non real-time layer. 

ADVANTAGE - Enables each device to avoid generating an ACO value 
that is out of synchronization with a counterpart ACO value 
generated in another communication device. 

DESCRIPTION OF DRAWING (S) - The drawing shows a block diagram of 
two devices communicating using e.g. Bluetooth. 
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